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YBa)kaeMble kK/meHTbl, AO «Poccenbxo3baHk» coobuiaeT
0 BO3MOXXHbIX CJIy4asaX MOLUEHHUYECKNX OEeNCTBUN TPETbUX NL,
CBAA3@HHbIX C:

 Paccbiikon B afpec KJIMEHTOB JIOXHbIX NMNCEM, YBEAOMIEHWNH,
SMS-coobLeHnn ot nmua baHkos

« O63BOHOM KJINEHTOB OT /IMLa baHkoB

NMamMATKa KAneHTaM o cobnroaeHn 6e30nacHOCTH NPy NOJ1Ib30BaHUM
NPOAYKTaMu n ycayramu 6aHka

Nna npenoTBpaLLeHNA MOLLEHHNYECKUX AEeNCTBUN:

1. CobntopanTe npasuaa amdHon undpoBsomn 6esonacHoCTH

* He nepexoanTe No NoAo3pnTesIbHbIM CCbIJIKAM, NOJIYYEHHbIM
C NCMOJIb30BAHMEM 3/1IEKTPOHHOM NOYTbl MM SMS-coobLeHnmn

* He packpbiBanTe KOHGUAESHUNANBHYIO NHDOPMALMIO, B TOM YMC/E
nepcoHasibHble aHHble TPETbUM NMLLAM (HOMep NNATEXHOWN KapTbl, CPOK
AencTBma nnatexxHomn kapThbl, MNH-koa kK kapte, CVV nam CVC-koa, koAbl
noATBepXXAeHna U3 SMS-coobuieHnn, ayTeHTUPUKALMOHHbIE AaHHble (B TOM
Yyuncse JIOrMH 1 NapoJsib) oT «MobunbHoro 6aHka», «MHTepHeT-6aHKa» 1 np.
(nanee —NepcoHasibHble AaHHbIE)

* He coobuante HUKOMY NepCcoHaJsibHble AaHHbIe NO TesiedpoHy

« CoobwmnTe 6aHKY 0 CMeHe HoMepa MOBWJIbHOro YCTPOMCTBA UJIN B CJly4ae
yTpaTbl MOOMNBLHOIO YCTPONCTBA, TaK KaK BallM laHHble MOrYT NONAaCTb

K MOWWEHHUKaM

MNpn NoA03peHNN HA KOMIMPOMETALNIO NN yTeuyky MHPOoOpMaLInK

0 MepCcoHanbHbIX AaHHbIX HE06X0AMMO yBEAOMUTbL 06 3TOM BaHK, a TakXxe
He3amMen/INTesIbHO NMPOM3BECTM 3aMEHY JIOTMHA M NAPO0JIfA, NCMOJIb3YeMbIX
ana «MobunbHoro 6aHka» n «MHTepHeT-6aHKa»

Ncnonb3ynTe ToNbKo odpurLmnaibHble NpuaoXeHns baHka, 3arpyXXeHHble
n3 opnLNANbHBIX Mara3nHoOB nNpuaoXeHun (Hanpumep, B App Store, Google
Play v np.)

2. He BcTynanTe c oTnpaBuUTe/IIMMN YBEAOMJIEHUN B NEepenunucky,
He NepeBOAMTE UM [leHEeXHble CPenCcTBa, He NepenaBanTe
HUKaKue NOKYMEHTbI, CBeAeHnNs, peKBUM3UTbI U np.

3. Ana 6e30NacHOCTM NNATEeXHbIX ONepaLyvi No KapTam B CeTH
MHTEepHEeT ncnosib3yeTcs TEXHONOrmsa NOoATBEPXKAEHMA onepaunmn
cneuuanbHbiM 3-D naponem.

BaHK no KapTam naaTtexHbix cnctem VISA International, MasterCard
WorldWide, MMP, JCB International, MexayHapoaHasa naaTtexHaa cucTtemMa
UnionPay International ocywectsnaoT npeaoctassieHme 3-D naponen

Ha HoMep MobubHOro TenedoHa, ykasaHHbI [lepxxaTenem KapTbl

Ana nonyyenusa 3-D naponen npu obpatleHumn

B baHk, B 6baHKoMaTe, NHPOPMALMOHHO-NJIAaTEXXHOM TepMUHaie baHka.
Cpok genctsuma 3-D napons, noay4eHHoOro nocpeacTtsoM SMS-coobuieHus,
coctaBnaeT 15 MMHYT C MOMeHTa ero GoOpMMPOBAHMA U ero AencTeme
PACnpoOCTPaHAETCS TO/IbKO A1 OAHOW onepauuvmn, B NpoLecce CoBepLUeHNs

KOTOPOW AaHHbIN 3-D naposib 6bi1 NOayYeH.

4. O6palaeM BHUMaHME Ha UCMOJIb30BaHME MOLUEHHUKAaMM CCbIJTIOK
DN nepexona Ha NOAMEHHbIN CanUT, 3aMAaCKMPOBAHHbIN NOA, CAnUT
BaHKa, IeHANHroBble CTPaHMULbI C LLeN1blo 3aBJ1aAeHUS
NMepCOHaNbHbIMU OAHHbIMM.

5. 3anoMHuTe odunumnanbHyro nHpopmaumto o baHke

OdununanbHble CanTbl:
« www.rshb.ru

« www.svoedom.ru

@ CoTpyaHWKM BaHKa HMKOrAa He 3anpallnBaloT NePCOHAsIbHbIE
NaHHbIE N He AaloT yKa3zaHui no tenedoHy o He0b6XoAMMOCTH
NpoBeAEeHNA onepaLunii No NnepeBoay AeHEXHbIX CPeACTB Ha Yyxue

KapTbl, C4eTa NI HOMepPa MOBU/IbHbIX TeniepOoHOB.

CyLwecTBYIOT M UCNOJIb3YHOTCA 3/T0YMbILLJIEHHMKAMW TEXHOJI0M N
@ NoAMeHbl 0TO6paXKaeMoro Ha 3KpaHe TesiedpoOHa HOMepa

BXOOALLEIO 3BOHKa.

B cnyvyae COMHeHMA, 4TO BXOAALLUMMN 3BOHOK OCYLLLEeCTBAAETCA

onepatopom baHka, Heob6xoaMMO 3aBepLUMTbL PAa3roBop

M Nepe3BOHUTb MO KOHTAKTHbIM AdHHbIM baHKa.

Mpn BO3HMKHOBEHNN COMHEHMW B TOM, YTO BaM 3BOHAT COTPYAHMKM BaHKa,

NN NPU BO3HNKHOBEHWNM BOMPOCOB peKoMeHayeM 0b6paTmThCa

33 pa3bAcHeHNAMK B itoboe oTaeneHne AO «Poccenbxo3baHk» nan no Homepy
TenedoHa opunLManbHOro KOHTAKTHOro LeHTpa baHka 8-800-100-01-00.

Mpwn 3TOM, 0bpaLlaeM BHUMAHME, YTO YKA3aHHbIM HOMEP NpeaHa3HayYeH To1bKo
ANS NpuemMa BXoaaLWmx 3BOHKOB, paccblsika SMS-coobLieHun c Hero

Heé OCyLleCTB/IAETCA.

Bonpocbl no mepe 6e30MacHOCTU MOXKHO 3a44aTb B YaTe:

Ha canTte baHka (KHOMKA B MPAaBOM HUXKHEM Yry)

<‘> B MobWbHOM NpuioXeHnn (KHOMKA B MPAaBOM HUXKHEM YY)




